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GENTEXT/REMARKS/1. THIS COORDINATED USFF/CNIC LOI PROVIDES

GUIDANCE FOR EXERCISE SOLID CURTAIN-CITADEL SHIELD 2012 (SC-CS12).

SC-CS12 WILL BE CONDUCTED 19-24 MAR 2012 IAW REFS A THROUGH J.

IN SUPPORT OF THE EXERCISE, AN INTELLIGENCE WARM START WILL BE

CONDUCTED 12-16 MARCH 2012. THESE INJECTS WILL BE USED TO SHAPE

THE OVER-ARCHING EXERCISE SCENARIO AND BUILD SITUATIONAL AWARENESS

PRIOR TO COMMENCEMENT OF THE EXERCISE.  INSTALLATION

TACTICAL-LEVEL CITADEL SHIELD EVENTS IN SUPPORT OF EXERCISE

OBJECTIVES WHICH ARE NOT LINKED TO THE OVER-ARCHING EXERCISE

SCENARIO SHALL BE CONDUCTED BETWEEN 0800 EDT 19MAR12 AND 0759 EDT

21MAR12. EXERCISE PLANNERS SHALL ENSURE THAT THESE TACTICAL-LEVEL

EVENTS ARE CONTROLLED AT THE INSTALLATION LEVEL AND ARE NOT USED TO

STIMULATE A COORDINATED SOLID CURTAIN-CITADEL SHIELD RESPONSE. ALL

EVENTS OCCURRING AFTER 0800 EDT 21 MARCH 2012 SHALL BE USED TO

STIMULATE A COORDINATED SOLID CURTAIN RESPONSE. THE USFF AND SHORE

TRAINING CENTER (STC) EXERCISE CONTROL GROUPS (ECGS) WILL BE MANNED

FROM 0800 EDT 19MAR12 THRU ENDEX ON 24MAR12.

2. BACKGROUND.

2.A. USFF AND CNIC CONDUCT AN ANNUAL CONUS-WIDE ANTITERRORISM (AT)

EXERCISE UNDER THE SOLID CURTAIN-CITADEL SHIELD SERIES. THIS

EXERCISE IS STRUCTURED TO MEET ANNUAL AT ASSESSMENT REQUIREMENTS

IAW REF A, C AND D. SC-CS12 EXERCISE PROVIDES AN

OPPORTUNITY TO VALIDATE AT PLANS, AND ASSESS UNIT AND INSTALLATION

PROCESSES FOR DETERRING, DETECTING, MITIGATING THE EFFECTS OF, AND

RECOVERING FROM A TERRORIST INCIDENT. ADDITIONALLY, THE EXERCISE

WILL FACILITATE SUSTAINMENT OF CRITICAL FLEET OPERATIONS THROUGH

IMPLEMENTATION OF MISSION ESSENTIAL PERSONNEL PLANS.

2.B. SC-CS12 SHALL BE CONDUCTED IAW REFS A-J AND DIRECTIVES

CONTAINED IN THIS LOI.

3. PURPOSE.

3.A. SC-CS12 IS THE ANNUAL CAPSTONE AT EVENT IN THE

EXECUTION PHASE OF THE NAVY WARFARE TRAINING SYSTEM (NWTS). IT IS

THE MEANS BY WHICH USFF AND CNIC EXERCISE AND ASSESS NAVY AT

COMMAND AND CONTROL (C2) CAPABILITIES AND EVALUATE THE READINESS

AND EFFECTIVENESS OF NAVY AT PROGRAMS THROUGHOUT THE USNORTHCOM

AOR. EXERCISE SCENARIOS STIMULATE STRATEGIC-TO-TACTICAL

COMMAND-LEVEL DECISION MAKING AND LEAD TO REAL WORLD ESCALATION OF

THE FORCE PROTECTION CONDITION (FPCON) FOR ALL NAVY COMMANDS IN THE

USNORTHCOM AOR.  A COMMANDER'S ABILITY TO IMPLEMENT

DIRECTED FPCON MEASURES AND ASSESS LOCAL AREA OPERATIONAL RISKS IS

CRITICAL TO ESTABLISHING A FORCE POSTURE THAT WILL DETER OR DEFEAT

IDENTIFIED THREATS. DURING SC-CS12, C2 PROCESSES AND PROCEDURES

WILL BE EVALUATED TO IDENTIFY GAPS AND SEAMS WITHIN THE AT C2

ARCHITECTURE. ADDITIONALLY, SC-CS12 IS A KEY EVENT IN THE CNIC

SHORE RESPONSE PLAN (SRP) AND WILL ENGAGE OTHER PRIMARY MISSION

CAPABILITIES (FLEET AND FAMILY READINESS, FIRE AND EMERGENCY

SERVICES, EMERGENCY PREPAREDNESS AND SAFETY) WHICH SERVE TO

INTEGRATE THE RESPONSE TO, OR ADJUST OPERATIONS SUBSEQUENT TO A

TERRORIST ATTACK.

3.B. DURING SC-CS12, ALL COMMANDS SHALL EXERCISE MEP

PLANS IAW REFS F, H AND I. THESE REFERENCES

OUTLINE COMMANDER'S GUIDANCE TO PRESERVE CRITICAL FLEET OPERATIONS

DURING FPCON CHARLIE/DELTA. ADDITIONALLY, THEY PROVIDE ESSENTIAL

PERSONNEL DETERMINATION CONSIDERATIONS, AND EMPHASIZE THE

NECESSITY OF A COMPREHENSIVE COMMUNICATION PLAN. AS DIRECTED BY

REF F, ALL COMMANDS SHALL EXECUTE MEP PLANNING, CONDUCT A

TABLE TOP EXERCISE PRIOR TO SC-CS12, AND REPORT COMPLETION THROUGH

THEIR TACON FOR FP CHAIN OF COMMAND.

3.C. COMMANDER'S GUIDANCE. INSTALLATION AND REGION COMMANDERS SHALL

MONITOR ADVERSE IMPACTS OF FPCON C/D MEASURES AND MEP PLAN

IMPLEMENTATION TO FLEET MISSIONS AND SURROUNDING COMMUNITIES.

IF SIGNIFICANT ADVERSE IMPACTS ARE NOTED, COMMANDERS MAY RELAX

ENTRY CONTROL POINT (ECP) FPCON C/D MEASURES DURING PEAK TRAFFIC TO

REDUCE OR MITIGATE CONGESTION. THE DECISION TO RELAX FPCON C/D

MEASURES MUST BE REPORTED TO THE FIRST FLAG IN THE TACON FOR FP

CHAIN OF COMMAND VIA VOICE REPORT, BRIEFED DURING

THE DAILY  USFF COMMANDER'S UPDATE BRIEF AND LISTED  AND RECORDED IN

THE C4IS SITE.  AS THE IMPACTS SUBSIDE, COMMANDERS ARE DIRECTED TO

RESET MEASURES FOR THE CURRENT FPCON LEVEL.

4. REPORTING.

4.A. USE OF PROPER PROCEDURES FOR REPORTING TERRORIST INCIDENTS IS

VITAL. THE CHAIN OF COMMAND MUST BE PROMPTLY ALERTED TO INCIDENTS

VIA THE OPERATIONAL REPORTING (OPREP) SYSTEM AND BY ANY/ALL METHODS

AVAILABLE. REPORTING TERRORISM RELATED INCIDENTS THROUGH THE TACON

FOR FP CHAIN OF COMMAND WILL BE IAW REFS D AND E. DURING CITADEL

SHIELD EXECUTION (19-20 MAR), OPREP VOICE REPORTS WILL BE MADE TO

THE USFF WHITE CELL AT 757-836-0806. DURING THE SOLID CURTAIN

EXECUTION (21-24 MAR) VOICE REPORTING WILL BE MADE TO THE USFF BWC

AT  757-836-5379/8.  THE FOLLOWING ARE EXERCISE SPECIFIC EVENTS

THAT SHALL BE REPORTED:

4.A.1. DETECTION OF SURVEILLANCE/PROBING.

4.A.2. INDICATIONS OF IMMINENT AND/OR ACTUAL ATTACK ON U.S. FORCES

AND/OR FACILITIES.

4.A.3. CHANGES TO SECURITY CONDITIONS (E.G., FPCON, MARSEC, ETC.).

4.A.4. AT/SECURITY MANNING, POLICY, C2, OR EQUIPMENT

SHORTFALLS.

4.A.5. INABILITY TO MEET IDENTIFIED MISSION CRITICAL OPERATIONAL

REQUIREMENTS.

4.B. REPORTING PROCEDURES.

4.B.1. VOICE REPORTING.

4.B.1.A. VOICE REPORTING OF EXERCISE EVENTS, AS REQUIRED BY REF E,

SHALL BE PREFACED AND CONCLUDED WITH, "EXERCISE EXERCISE EXERCISE."

4.B.1.B. OTHER NON-OPREP VOICE COMMUNICATION WITH ORGANIZATIONS THAT

ARE NOT PARTICIPATING IN THE EXERCISE SHALL BE MADE TO THE WHITE

CELL AS FOLLOWS: THE CALL SHALL BE PREFACED WITH, "EXERCISE EXERCISE

EXERCISE THIS IS (REGION/ROC/FLEET BWC), I NEED TO SPEAK WITH (STATE

THE COMMAND/ORGANIZATION)." THE WHITE CELL REPRESENTATIVE RESPONDS

WITH, "FOR THE EXERCISE THIS IS (AND PROVIDE A RESPONSE)."

4.B.2. RECORD MESSAGES.

4.B.2.A. ALL EXERCISE HARD COPY REPORTS, INCLUDING INTELLIGENCE

INJECTS AND OPREPS, WILL BE PREFACED WITH "EXERCISE EXERCISE

EXERCISE" AND DENOTE EXERCISE SOLID CURTAIN-CITADEL SHIELD 12 IN

THE SUBJECT LINE. THE SUBJECT LINE OF OPREPS WILL BE FORMATTED

WITH "EXERCISE OPREP".

4.B.2.A.1. FPCON CHANGES ARE ACTUAL FORCE PROTECTION POSTURE

MODIFICATIONS. MESSAGES IN RESPONSE TO FPCON CHANGES SHALL BE

REPORTED IAW REFS D AND E.

4.B.2.B. ALL SC-CS12 MESSAGES WILL BE CLASSIFIED IN A MANNER

CONSISTENT WITH NORMAL CLASSIFICATION PROCEDURES. DO NOT USE

"EXERCISE SECRET" OR SIMILAR CLASSIFICATIONS.

4.B.2.C. REPORTING VIA RECORD MESSAGE SHALL BE IAW REFS D AND E. DO

NOT PROVIDE PERSONAL DATA ON U.S. CITIZENS, SPECIFICALLY: FULL NAME,

PLACE OF BIRTH, DATE OF BIRTH, SOCIAL SECURITY NUMBER OR DRIVER'S

LICENSE INFORMATION. SUCH REPORTS SHALL BE MADE UTILIZING THE

GENERAL OPREP UNIT SITREP OR OPREP NAVY BLUE FORMATS. INFORMATION

SUCH AS CREDIBILITY OF THE SOURCE AND ACTIONS TAKEN SHALL BE

INCLUDED, AS APPROPRIATE.

4.B.2.D. SC-CS12 FPCON ATTAINMENT TEMPLATES WILL BE POSTED ON THE

C4IS SITE PORTAL.

4.B.3. C4IS SITE.

4.B.3.A. THE CLASSIFIED AND UNCLASSIFIED C4IS SITE SHALL BE USED FOR

ATFP SITUATIONAL AWARENESS AND COMMUNICATIONS BY CTF20, C3F, CNIC,

USFF, NCIS MTAC, AND CONUS NAVY REGION OPERATIONS CENTERS.

4.B.3.A.1 THE UNCLASSIFIED C4IS TRAINING SITE SHALL BE USED FOR

CITADEL SHIELD EVENTS ON 19-20 MAR 12. CITADEL SHIELD REPORTING IN

THE C4IS TRAINING SITE WILL BE DISCONTINUED AT 0759 EDT 21 MAR 2012.

REPORTING OF EXERCISE EVENTS IN THE C4IS TRAINING SITE WILL BE

PREFACED WITH "EXERCISE, EXERCISE, EXERCISE."

4.B.3.A.2. THE CLASSIFIED AND UNCLASSIFIED C4IS SITE SHALL BE USED

FOR SOLID CURTAIN EVENTS FROM 0800 EDT 21 MAR 2012 - ENDEX.

4.B.3.A.3. COMMUNICATION EQUIPMENT OPERATING INSTRUCTIONS (CEOI)

HAVE BEEN DISTRIBUTED TO USER COMMANDS AND UPDATES WILL BE

PROVIDED PERIODICALLY. THE MOST CURRENT VERSION CAN BE FOUND ON

THE C4IS SITE.  PORTAL WEB ADDRESSES ARE

HTTPS://C4ISUITE.ATFP.CNIC.NAVY.MIL (UNCLASSIFIED) AND/OR

HTTPS://C4ISUITE.ATFP.CNIC.NAVY.SMIL.MIL.

4.B.3.B. ATFP THREAT RESPONSE AND COLLABORATION ON C4IS SITE

WILL FOLLOW THESE GENERAL GUIDELINES:

4.B.3.B.1. CHAT: RESERVED FOR TIME SENSITIVE TACTICAL EXCHANGES AND

SITUATIONAL AWARENESS ENHANCEMENT/COLLABORATION BETWEEN

WATCHSTANDERS. LONGER OR MORE DETAILED REPORTS WILL BE MADE USING

THE SENTINEL REPORTING PROCESS.

4.B.3.B.2. TERRORIST-RELATED INCIDENT REPORTS (SENTINEL REPORTS).

IMMEDIATE NOTIFICATION OF TERRORIST INCIDENTS WHICH ARE NOT OF

NATIONAL OR NAVY-LEVEL INTEREST BUT WARRANT REPORTING TO THE

TACON FOR FP CHAIN OF COMMAND SHALL BE ACCOMPLISHED USING SENTINEL

REPORTING PROCEDURES IAW REFS D AND E.

4.B.3.B.3. AT URGENT NOTICES.  ANY ACTIVITY MAY ORIGINATE AN AT

URGENT NOTICE WITHIN THE C4IS SITE.  ALL URGENT NOTICES SHALL BE

PREFACED AND CONCLUDED WITH, "EXERCISE EXERCISE EXERCISE".  SENTINEL

REPORTS SHALL BE ATTACHED TO ALL FOLLOW ON UPDATES.

4.B.3.B.4. REQUEST(S) FOR SUPPORT (RFS) SHALL BE IAW PROCEDURES

OUTLINED IN REF D.

4.B.3.C. C4IS SITE REPORTING/COLLABORATION ACTIVITIES AUGMENT BUT DO

NOT REPLACE REFS D AND E VOICE AND RECORD MESSAGE OPREP-3 REPORTING

REQUIREMENTS.

5. PARTICIPATING UNITS.

5.A. ALL CONUS NAVY REGIONS, FLEETS, AFLOAT UNITS,

INSTALLATIONS (AND THEIR TENANT COMMANDS AND ACTIVITIES) SHALL

PARTICIPATE IN SC-CS12. NAVY COMMANDS LOCATED ON JOINT MILITARY

INSTALLATIONS THAT ARE NON-NAVY LEAD ARE EXEMPT FROM

PARTICIPATION IN SC-CS12.

5.B. WATERFRONT EVENTS CONDUCTED IN THE VICINITY OF AFLOAT UNITS

WILL BE COORDINATED BETWEEN THE RESPECTIVE FLEET COMMANDER

AND REGION COMMANDER TO MINIMIZE OPERATIONAL IMPACT AND ENSURE

THE SAFETY OF ALL PARTICIPANTS.

5.C. SHIPYARDS.

5.C.1. AFLOAT UNITS LOCATED WITHIN THE CONFINES OF NAVY CONTROLLED

SHIPYARDS SHALL COMPLY WITH IMPOSED FPCON ESCALATIONS TO THE

MAXIMUM EXTENT POSSIBLE WHILE MINIMIZING DISRUPTIONS TO SHIPYARD

WORK UNLESS A WAIVER OR EXCEPTION IS AUTHORIZED.

5.C.2. PRIVATELY OPERATED/COMMERCIAL SHIPYARDS ARE EXEMPT FROM

IMPOSED FPCON ESCALATIONS IN CONJUNCTION WITH EXERCISE SC-CS12.

AFLOAT UNITS WITHIN THESE SHIPYARDS SHALL COMPLY WITH

IMPOSED FPCON ESCALATIONS TO THE MAXIMUM EXTENT PRACTICABLE.
5.D. PARTICIPATING COMMANDS SHALL MONITOR EXERCISE MESSAGE TRAFFIC

AND RESPOND IN THE APPROPRIATE COMMUNICATION FORMAT (E.G., VOICE,

EMAIL, C4IS, CHAT, NAVY MESSAGE, ETC.) IAW REQUIREMENTS DETAILED IN

REFS D, E AND THIS LOI.

5.E. THIS EXERCISE WILL REQUIRE ALL NAVY INSTALLATIONS,

FACILITIES, TENANTS, AFLOAT UNITS AND OUTLYING ACTIVITIES TO SET

AND MAINTAIN FPCON CHARLIE FOR GREATER THAN 48 HOURS. DEPENDING

ON BLUE FORCE CONDUCT, THIS CHANGE IN FPCON MAY BE MANDATED BY

THE FLEET COMMANDER, SUBORDINATE AFLOAT COMMANDER, REGION

COMMANDER, INSTALLATION COMMANDER OR BY USFF.
5.E.1. COMMANDERS DIRECTING AN ESCALATION IN THE FPCON LEVEL IN

RESPONSE TO EXERCISE EVENTS DURING THE CITADEL SHIELD COMPONENT OF

THE EXERCISE (0800 EDT 19 MAR 2012 - 0759 EDT 21 MAR 2012), SHALL

NOTIFY THE APPROPRIATE EXERCISE CONTROL GROUP PRIOR TO ORDERING

FPCON ESCALATIONS.  MEMBERS OF THE EXERCISE

CONTROL GROUP HAVE THE AUTHORITY TO PREVENT AN EARLY ESCALATION

IN FPCON LEVELS IN ORDER TO ENSURE ALIGNMENT OF BLUE FORCE

PLAY WITH ESTABLISHED EXERCISE TIMELINES.

5.E.2.  DURING THE SOLID CURTAIN COMPONENT OF THE EXERCISE (0800 EDT

21 MAR 2012 - ENDEX) REQUESTS FOR ALL FPCON CHANGES, PRIOR TO USFF

DIRECTED FPCON CHANGES, SHALL BE REPORTED TO AND ADJUDICATED BY

THE USFF EXERCISE DIRECTOR.

5.F. REGIONS AND FLEETS ARE DIRECTED TO REVIEW THEIR AT

PLANS AND EXECUTE MISSION ESSENTIAL PERSONNEL (MEP) PLANS TO

PRESERVE CRITICAL FLEET OPERATIONS AND MINIMIZE ANTICIPATED

VEHICULAR AND PERSONNEL ACCESS DISRUPTIONS. INSTALLATION

COMMANDERS ARE DIRECTED TO ENSURE THEIR PLANS PROVIDE

FOR UNIMPEDED EMERGENCY VEHICLE ACCESS DURING HIGH TRAFFIC

PERIODS. REGIONS SHALL ENSURE THAT INSTALLATION ANTITERRORISM

MEASURES ARE EXERCISED IN SUCH A MANNER AS TO ENABLE

CONTINUED SUPPORT OF CRITICAL FLEET OPERATIONS. ADDITIONALLY,

USFF AND CINC PUBLIC AFFAIRS OFFICES SHALL COORDINATE WITH ALL

REGION AND INSTALLATION PUBLIC AFFAIRS OFFICERS TO INFORM THE

PUBLIC OF POSSIBLE TRAFFIC DELAYS AND POTENTIAL IMPACTS PRIOR

TO AND DURING THE EXERCISE WINDOW.

6. EXERCISE CONDUCT.

DURING FPCON C/D, NORMAL OPERATIONS ARE SUSPENDED AND THE FOCUS

IS ON CRITICAL FLEET OPERATIONS, ASSET PROTECTION AND CRITICAL

SUPPORT FUNCTIONS.  IDENTIFICATION OF SPECIFIC TENANT/AFLOAT

UNIT PERSONNEL AS MISSION ESSENTIAL ENABLES THE MOST EFFECTIVE

AND EFFICIENT EXECUTION OF UNIT CRITICAL MISSIONS WHILE ENSURING

NON-ESSENTIAL PERSONNEL DO NOT IMPEDE CRITICAL FLEET OPERATIONS.

THIS PRESENTS A SIGNIFICANT COORDINATION CHALLENGE TO REGION,

INSTALLATION, AND TENANT COMMANDERS. ALL EXERCISE PARTICIPANTS

ARE DIRECTED TO CLOSELY EXAMINE DAILY EXERCISE EVENTS, WITH

SPECIAL EMPHASIS ON THE SETTING OF FPCON CHARLIE, AND TO

IDENTIFY AND DECONFLICT ESSENTIAL OPERATIONS IN ORDER TO MEET

EXERCISE OBJECTIVES.

7. SAFETY.

EACH SC-CS12 EVENT SHALL HAVE A DEDICATED SAFETY OBSERVER

ASSIGNED. INSTALLATION EVENTS SHALL BE CONDUCTED IAW THE SHORE

TRAINING TEAM HANDBOOK. SHIPBOARD EVENTS SHALL BE CONDUCTED

IAW THE TYPE COMMANDER (TYCOM) TRAINING MANUALS (TRAMANS).

FOR INTEGRATED ASHORE/AFLOAT EVENTS, THE INSTALLATION IS

RESPONSIBLE FOR DEVELOPING THE INTEGRATED DRILL PACKAGE AND

SAFETY BRIEF. SAFETY OBSERVERS SHALL HAVE EXPERIENCE/TRAINING

IN THE HAZARDS PRESENTED BY THE SPECIFIC EVENT (I.E., SMALL

ARMS, SMALL BOAT OPS, ETC.) AND SHALL REMAIN INDEPENDENT OF

THE WATCH TEAM.  THE SAFETY OBSERVERS SOLE RESPONSIBILITY

IS TO ENSURE THE SAFE CONDUCT OF THE EXERCISE EVENT AND

PARTICIPANTS. COMMANDERS RETAIN RESPONSIBILITY FOR THE SAFE

EMPLOYMENT OF EXERCISE WEAPON ISSUE/STATUS. ADDITIONALLY,

COMMANDERS SHALL ENSURE APPROPRIATE SAFETY MEASURES ARE IN PLACE

AND THAT ALL EXERCISE EVENTS ARE PROPERLY CONTROLLED SO THAT

ADJACENT SECURITY FORCES ARE NOT UNINTENTIONALLY STIMULATED,

IN ORDER TO PRECLUDE POTENTIAL BLUE-ON-BLUE ENGAGEMENTS.

INSTALLATION AND UNIT COMMANDERS SHALL PERSONALLY REVIEW ALL

SC-CS12 EVENTS FOR APPROPRIATE SAFETY PRECAUTIONS AND APPROVE ALL

EVENTS IN WRITING.  IN THE EVENT OF AN UNSAFE SITUATION,

ANYONE CAN CALL A "SAFETY TIME OUT" WHICH SHALL HALT ALL TRAINING

EVENTS IN THE AFFECTED AREA. WHEN THE UNSAFE SITUATION HAS BEEN

CORRECTED, THE SENIOR EXERCISE CONTROL GROUP (ECG) MEMBER SHALL

RESUME THE TRAINING EVENT ONLY AFTER VERIFICATION THAT THE SAFETY

CONCERN HAS BEEN MITIGATED. ALL SAFETY TIME OUTS SHALL BE PASSED TO

THE ECG VIA ALL ECG COMMUNICATION CHANNELS.

8. EVALUATIONS.

8.A. EVALUATIONS SHALL BE CONDUCTED IAW THE SC-CS12 EVALUATION GUIDE.

8.B. INSTALLATION TRAINING TEAMS (ITT) WILL ASSESS THEIR NMETS

USING COLLECTION PLANS DERIVED FROM NTIMS. ADDITIONALLY,

INSTALLATION TRAINING TEAMS WILL ASSESS CNIC OBJECTIVES USING THE

CHECKLISTS INCORPORATED IN THE EVALUATION GUIDE.

8.C. REGION TRAINING TEAMS (RTTS) WILL ASSESS REGION NMETS USING

COLLECTION PLANS DERIVED FROM NTIMS. ADDITIONALLY, RTTS WILL ASSESS

DESIGNATED CNIC OBJECTIVES USING THE CHECKLISTS INCORPORATED IN

THE EVALUATION GUIDE.

8.D. NCIS STAAT AND USFF FLEET ANTITERRORISM ASSESSMENT TEAMS WILL

CONDUCT INDEPENDENT ASSESSMENTS IAW THE SC-CS12 EVALUATION GUIDE.

8.E. SHIPBOARD TRAINING TEAMS/FORCE PROTECTION TRAINING TEAMS WILL

ASSESS NMETS IAW TYCOM TRAINING STANDARDS.

8.F. USFF ANTITERRORISM EXERCISE SUPPORT UNITS SHALL ASSESS ALL

MARITIME OPERATION CENTERS USING CHECKLISTS INCORPORATED IN THE

EVALUATION GUIDES.

9. EMERGENCIES.

IN CASE OF REAL-WORLD EMERGENCIES DURING EXERCISE SCENARIOS,

INSTALLATIONS/UNITS SHALL NOTIFY THEIR OPERATIONAL CHAIN OF COMMAND.

USFF WILL PASS THE WORD LATERALLY TO OTHER AFFECTED ORGANIZATIONS.

IN THE EVENT OF A REAL WORLD TERRORIST EVENT, THE EXERCISE WILL BE

IMMEDIATELY SUSPENDED.

10. REPORTS.

REGION AND FLEET COMMANDERS SHALL FORWARD EXERCISE AFTER

ACTION REPORTS (AAR) BY MESSAGE, WITH RELATED OBSERVATIONS AND

RECOMMENDATIONS, TO USFF AND CNIC NLT 23 APR 12.

11. COST ANALYSIS.

REGION COMMANDERS SHALL CONSOLIDATE REPORTS FROM THEIR RESPECTIVE

INSTALLATIONS WRT ANY ASSOCIATED NON-LABOR EXERCISE COSTS AND

INCLUDE SAME IN THE AAR.

12. FPCON MEASURES.

12.A. EXCEPT AS NOTED BELOW IN 12.D, 12.E, AND 12.F, ALL USFF

DIRECTED FORCE PROTECTION MEASURES DURING SC-CS12 SHALL BE FULLY

IMPLEMENTED. IAW REF H, IF UNABLE TO COMPLY WITH FULL

IMPLEMENTATION, COMMANDERS SHALL REQUEST WAIVERS FROM THE FIRST

FLAG OFFICER IN THEIR TACON FOR FORCE PROTECTION CHAIN OF COMMAND.

ALL APPROVED WAIVERS AND EXCEPTIONS SHALL BE REPORTED IN

ATTAINMENT MESSAGES WITH PROPER JUSTIFICATION, MITIGATING

MEASURES, AND WHEN/IF COMPLIANCE CAN BE OBTAINED.  ALL APPROVED

WAIVER REQUESTS SHALL BE POSTED ON THE C4IS SITE BY ACCESSING

THE SC-CS12 EXERCISE LINKS LOCATED ON THE BOTTOM LEFT HAND SIDE OF

THE C4IS PAGE AND THEN POSTING TO THE APPROVED WAIVER FOLDER.

REGION/ FLEET COMMANDERS SHALL CONTINUE TO PROVIDE FPCON

ATTAINMENT MESSAGES OUTLINING DEVIATIONS, MITIGATING MEASURES AND

WHEN/IF COMPLIANCE CAN BE OBTAINED. IN ALL CASES, ATTAINMENT/

EXCEPTIONS SHALL BE REPORTED IAW REFS D AND E. ALL FPCON MESSAGES

SHALL OUTLINE REAL-WORLD STATUS AND ACTIONS AND SHALL NOT CONTAIN

ANY MENTION OF AN EXERCISE REPORT.

12.B. COMMANDERS MAY WAIVE SERPENTINE BARRIER PLACEMENT ON INBOUND

LANES AT ECP'S EQUIPPED WITH AN ACTIVE DENIAL BARRIER SYSTEM.

BARRIERS SHALL BE PLACED TO PREVENT REVERSE ENTRY VIA OUTBOUND LANES.

12.C. FOR MEASURES AUTHORIZED TO BE MODIFIED OR SIMULATED, ATO/FPO

AND FPTT WILL CONFIRM ABILITY TO MEET THE INTENT OF THE MEASURE,

INFORM THE COMMANDING OFFICER, AND INCORPORATE DEVIATION IN FPCON

ATTAINMENT MESSAGE.

12.D. RECRUITING STATION MEASURES.

12.D.1. THE FOLLOWING ASHORE MEASURES MAY BE MODIFIED OR SIMULATED

FOR MULTI-SERVICE RECRUITING FACILITIES ONLY:

12.D.1.A. MEASURE CHARLIE 9.  RELOCATE PERSONNEL AND CLOSE FACILITY

- CONTINUE TO CONDUCT OPERATIONS FROM ANOTHER FACILITY OR LOCATION

AS DICTATED BY THE HAZARD/THREAT.

12.E. SHIPBOARD MEASURES.

12.E.1. THE FOLLOWING SHIPBOARD MEASURE MAY BE MODIFIED OR SIMULATED:

12.E.1.A. MEASURE CHARLIE 8. ENERGIZE RADAR AND/OR SONAR, ROTATE

SCREWS AND CYCLE RUDDER(S) AT FREQUENT AND IRREGULAR INTERVALS, AS

NEEDED TO ASSIST IN DETERRING, DETECTING OR THWARTING ATTACKS.

12.F. SHIPBOARD  MEASURES FOR MILITARY SEALIFT COMMAND VESSELS.

12.F.1. THE FOLLOWING SHIPBPARD MEASURES MAY BE MODIFIED OR

SIMULATED FOR MSC SHIPS:

12.F.1.A. MEASURE CHARLIE 3. CANCEL LIBERTY. EXECUTE EMERGENCY

RECALL.

12.F.1.B. MEASURE CHARLIE 4. PREPARE TO GET UNDERWAY ON SHORT

NOTICE. IF CONDITIONS WARRANT, REQUEST PERMISSION TO SORTIE/GET

UNDERWAY.

12.G. INSTALLATION MEASURES.

12.G.1. THE FOLLOWING INSTALLATION MEASURES MAY BE MODIFIED OR

SIMULATED:

12.G.1.A.  MEASURE BRAVO 8: AS PRACTICABLE, RANDOMLY INSPECT FOOD

AND WATER FOR EVIDENCE OF TAMPERING OR CONTAMINATION BEFORE USE BY

DOD PERSONNEL TO INCLUDE REVIEW OF ASSOCIATED PLANS AND PROCEDURES.

INSPECTIONS SHOULD INCLUDE DELIVERY VEHICLES, STORAGE AREAS, AND

STORAGE CONTAINERS.

12.G.1.B. MEASURE BRAVO 20: REVIEW PLANS AND PROCEDURES TO INCLUDE:

VERIFICATION OF CONTACT INFORMATION WITH LOCAL/STATE/FEDERAL

AGENCIES NEEDED TO COORDINATE PLANS TO SAFEGUARD AIRCRAFT DEPARTURE

AND APPROACH FLIGHT PATHS.//
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